Computer Helpline
Internet Safety
By Mike Reed

This is the first in a series of articles that recognize that computers have become a vital part of the job of every Funeral Director. Every other month, we will explore the techniques and how-to tips that will help you get the most out of your computer investment.
In this first installment, we will focus on keeping your Internet connected computers safe, keeping the worms, Trojans, viruses, adware and spyware off your computers and keeping the hackers out for good. Your computer should work for you, not the hackers. By keeping the bad stuff away, you also keep your computers working as fast and efficiently as possible.
A recent report stated that an unprotected computer attached directly to the Internet will become infected within 20 minutes. You don’t have to become an Internet or security expert to survive the onslaught of attacks, there are free and low-cost solutions out there and I’ll show them to you in this article. They will clean up the existing mess, speed up your computer and protect it in the future. Ignore this article at your own peril. 
Windows XP Service Pack 2

The first and most important thing you can do is keep your Operating System up-to-date. By now, every computer should be running Windows XP. If you are not, you need to upgrade immediately, even if that means buying a new computer. Every Operating System prior to Windows XP has so many ways for the evil doers to break in that it’s almost useless to try and fight. Just bite the bullet and upgrade if you haven’t already.

Once you have Windows XP, it’s critical that you update to Service Pack 2 (SP2). This free upgrade fixes several hundred security vulnerabilities that existed originally. It also puts in place new tools that allow you to have more control over when and if programs get installed on your computer from the internet. It closes so many security holes that it really is a “must have” upgrade. 

Before you install SP2, it is advised that you back up your system to tape, CD-ROM or whatever backup method you have available to you. I have personally updated many computers with SP2 and I haven’t had a single problem. I also know many people who have done the upgrade and I have not heard of a single problem. 
There are however people screaming in newsgroups and other chat forums how upgrading to SP2 caused them to loose all their data. I really think all these folks had problems long before installing SP2 and they are just blaming the upgrade for their problems. It’s like surgery; you have to weigh the risks against the rewards. In this case, it’s a no-brainer; the risks are very low and the reward is very high. You need to install Service Pack 2 for XP now.

You can check to see if you have the already installed Service Pack 2 by clicking “Start->All Programs->Windows Update”. This will open a new Internet Explorer Web Browser and automatically navigate to the Windows Update website.

Once you reach the update site, you may be asked to click “Install” or “Yes” one or more times in popup windows. Click “Install” or “Yes” each time until you reach a page that asks you to pick between “Express Install” and “Custom Install”. I recommend that everyone use the “Express Install”. So click that option to continue.

At this point, you may get even more pop-ups where you can answer “Install” or “Yes” and you need to do so, just as before. Once the scanning completes, it will list all the updates that you need. All you have to do is click the “Install” button. Because Service Pack 2 is quite large, it may take several hours to finish if you are using a dial-up connection. If you have broadband Internet connections available in your area, please strongly consider upgrading, it is worth it.
Another option to getting Service Pack 2 is to order a CD-ROM. This takes 4 to 6 weeks, much longer than the download will take even on dial-up, so just let the download run overnight and finish the update when you get back the next day. You can order the CD-ROM at http://www.microsoft.com/windowsxp/downloads/updates/sp2/cdorder/en_us/default.mspx
Once you have SP2 installed, you need to set it to automatically keep itself up-to-date. I recommend that you leave your computers on 24 hours a day and that you only turn off the computer screen when you are away from the computer to save energy. By leaving the computer on overnight, you can select the option of checking for and installing updates automatically in the middle of the night. This way you never have to worry about being up-to-date, the Windows XP will take care of that for you.
Trojans, Worms & Viruses
The evil doers work hard every day to come up with new ways to invade your computers. Fortunately, for every evil doer, there is a white knight working just as hard to protect you. Every time a new vulnerability is found, both sides pounce on it immediately. If you keep up-to-date, there is usually only a very short period where you are in any danger and often the fix is out long before any evil-doers have a chance to exploit the new vulnerability.
Trojans are programs that ride atop other programs. You think you’re installing some cool new screen saver, but you are also installing a Trojan that may or may not be set to destroy your data. The best way to avoid getting a Trojan is to never run any program that you don’t pay for or that wasn’t recommended by a trusted source. Trojans are the exclusive property of free programs. 

Worms are programs that once loaded work to infect other machines. Because one machine can get infected and it works to infect others, worms spread very rapidly and the only real way to stop them is to keep up-to-date with your patches, so there is no vulnerability to exploit, and thus the worm can’t infect your computer. 

A virus is a program you run that appears to be one thing but is another. A good example is an email attachment. You think brother Bob is sending you pictures of the family, but in fact, one of those files was a virus. Recently viruses have taken on some of the characteristics of worms by sending out email to all the people in you email address book and sending a copy of itself as the attachment. The lesson here is “never open any attachment that you were not expecting”. Just because the email is from a friend or family member, that does not make it safe. Before you open the attachment, check with the sender to be sure they really sent it.

Spyware & Adware

Some software developers think of computer users as sheep, just prime for the slaughter. If they can make a dime off you, they don’t care what harm they do or if they invade your privacy. There is a fine line between Spyware and Adware. Spyware monitors what you do on your computer and sends private information back to the creator of the Spyware. Adware often claims to not invade privacy, but almost all of them do, plus, they show popup ads at an increasing rate.
Adware and Spyware almost always get on your computer as a Trojan, riding along with some other program you install. They avoid the “Trojan” label by being mentioned in the “End User License Agreement” (EULA) that you clicked “I agree” to.  Because of this, they are often referred to as Parasites and not Trojans.

A Parasite is any program that piggy-backs on another program and is installed without your knowledge or consent with the exception of some small bit of text in the EULA that no one reads. It gives the Parasite creators legal legs to stand on, but it’s no doubt that they are fully aware that few people read the long legalese associated with the EULA.

There are two ways to avoid Spyware and Adware. The best method is to never install anything you don’t pay for, but if you must use free software, read the EULA carefully before you click “I Agree”. If the EULA isn’t simple to read, or is very long, assume they are up to something and do not install. It’s amazing what rights you can give up by clicking “I Agree”.
Using a Router as a Front Line Defense

When you get a cable modem or DSL, you take a giant step towards taking real advantage of the Internet. Broadband access opens up the Internet and gives you access to literally millions of research, leisure and shopping tools. It is truly one of the most powerful tools ever in the history of mankind.
With broadband access, you don’t have to wait for a modem to dial-up the Internet and you don’t have to wait for every page to load or wait very long for programs to download. It’s fast, it’s fairly low cost and you are always on-line, 24/7/365. This connectivity is extremely convenient but it does have its drawbacks as well.

Because your computer is online all the time, it becomes an easy and vulnerable target for hackers. Normally the way these services hook you up, they attach the cable modem or DSL modem directly to the Internet and then hook your computer directly to the modem. This means your computer is directly accessible to the Internet. It’s wide open for attack.

For about $100 you can place a barrier between your computer and the Internet and you gain the ability to hook up more than one computer and share the Internet connection. The magic box that adds this protection and allows multiple computers to access the single Internet connection is called a Router.

Once you have a Router in place, it is all the hackers can see from the outside. They can’t even tell if computers are hooked to the router, they are stopped cold. Routers have a Fire Wall built in and nothing gets in past the Fire Wall. As I mentioned at the start of this article, hooking a computer, which is not up-to-date with all patches, directly to the internet means that on average you will get infected within 20 minutes. If instead, you put a Router with a Fire Wall in place then you have nothing to worry about. You just need to get all the patches before you venture out on the Information Super Highway. Do this and you will be in good shape and safe from attack.
Conclusion and Recommendations

Knowledge is power and I’ve tried to give you the basic knowledge you need to use the Internet safely. There are however other things that you can do to keep safe. Being proactive and a tiny bit paranoid is probably a good thing. Remember, there are people and malicious programs out there trying to break into your Internet connected computer. Fortunately, if you take some basic steps to protect yourself, you are safe and free to take advantage of the awesome power the Internet has to offer. It’s the greatest information resource ever created, dwarfing even the largest libraries and museums in the world.

Here is a list of other programs that I recommend to help you keep safe when you journey out on the net. Each one adds another layer of protection. I personally use every one of these programs. They are all free, or have free versions, so there is no good reason not to run them all.
AdAware - http://www.lavasoftusa.com
This program should be run once a week. It scans your system to assure that no Adware or Spyware managed to sneak onto your system. It’s simple to use and updates are free and regular.
SpyBot Search & Destroy - http://www.safer-networking.org 
Like AdAware, this program should be run once a week and scans for Adware and Spyware. Because there are so many people creating new forms of Spyware and Adware, I run both AdAware and Spybot to assure the broadest range of nasties gets found and eliminated. This program is a bit trickier to use than AdAware, but it adds what they call the “Tea Timer” which is a small program that runs in the background all the time and watches for nasties trying to get in and stops them before they can grab hold. This comes at a price, you get pop-up warnings every time anything tries to install, even programs you purchase and that can be a bit confusing to the novice user.

ZoneAlarm - http://www.zonelabs.com
Your router acts as a firewall, keeping things on the outside from getting in. Zone Alarm acts as a firewall on your computer keeping programs on your computer from opening holes in the firewall and assuring that no programs send any information from your computer to outside sources that you do not approve. Both ZoneAlarm and the Router are Fire Walls, but you need both so that you protect both incoming and outgoing challenges. ZoneAlarm is has a free version, be we highly recommend the Pro version. It’s worth the investment.
AVG Antivirus - http://www.grisoft.com
There are many choices when it comes to Antivirus programs. I use AVG Antivirus and I’ve been very pleased. First, it’s free, I like that. Second, it is up-to-date and runs automatically. I think it’s the best antivirus software available. If you don’t use AVG, use something. Don’t run your computer without an antivirus program of some kind.

PassSafe - http://passsafe.com
For the sake of full disclosure, I wrote PassSafe, so this is a bit self serving, but the program is free, so I don’t feel bad recommending it here. I noticed that many users were using the same password everywhere. This is a really dangerous thing to do, but it makes remembering your passwords easy, that’s why so many people do it. I wrote PassSafe to allow you to enter the same password on every site, but the program converts your password to a unique password that is site specific. You still keep one password on every site and PassSafe converts this to using a very strong and unique password on every site. The program is not for beginners, but by the time you find you are visiting multiple sites and using passwords, you are very likely ready for and able to use PassSafe.

Mike Reed is a 26 year veteran of the computer industry having developed a large number of commercial and industrial applications. His most recent project is http://RememberedBy.Us. You can email him with questions or comments at mr.afd@up1.com. 
